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M GALIX

THE FIRST 60 MINUTES MATTER

Incident Response & Digital Forensics

Galix leads incident response. Resilience leads digital forensics.

When a cyber incident strikes, speed, coordination and expertise

&

make the difference. Our joint Incident Response and Digital
Forensics service helps you prepare, respond and recover —

minimising impact and strengthening your long-term resilience.

Assess

Review your incident
response documentation,
governance and operational
readiness.

9 Incident Response Plans

o Policies & Playbooks

9 Business Continuity &
Disaster Recovery

% Roles & Responsibilities

¥ Communication & Escalation

Test

Validate your organisation's
ability to respond through a
realistic cyber incident
tabletop exercise.

¥ Detection & Monitoring
? Alert Validation

2 Incident Escalation

2 Response Coordination
¥ Decision Making

RESILIENCE

GLOBAL TECH | ADVISORY | TALENT

PEOPLE |

EXPERTISE | TECHNOLOGY
A SAFER TOMORROW
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. BE STRONGER

Respond & Investigate

Coordinate incident
response, preserve
evidence and support a
defensible forensic
investigation.

Improve

Receive prioritised
recommendations to
strengthen your incident
response and forensic
readiness.

Evidence Handling
Chain of Custody
Evidence Preservation
Forensic Acquisition &
Analysis
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2 Executive Reporting

> Gap Analysis

2 Prioritised Remediation Plan
2 Maturity Benchmarking

Procedures

Key Benefits

|dentify response gaps before an
incident occurs

Validate your Incident Response
capability
Improve cyber resilience
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cyber incidents

Strengthen digital forensic readiness

Who Should Consider This?

Organisations that:

2 Have an Incident Response Plan but
have never tested it

2 Need access to incident response or
digital forensics expertise

¥ Must meet regulatory or compliance

Investigation Reporting

What You Will Receive

?

Enhance compliance and governance
Reduce business disruption during

requirements

¥ Want confidence that their teams can
respond effectively and preserve

VvV VvV v Vv

Incident Response Maturity
Assessment

Cyber Incident Tabletop Exercise &
Findings

Digital Forensics Readiness
Assessment

Access to Live Incident Response and
Forensic Investigation Support
Prioritised Risk & Gap Analysis
Executive Findings &

e Recommendations
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- 5 . . PEOPLE YOU CAN TRUST
Cyber incidents are inevitable. E R S S Ane
Being prepared makes the difference. = e U Lo
OUTCOMES THAT MATTER
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People you can trust

®

Expertise that delivers

©

Solutions that protect

Request a joint DFIR consultation. o

®

Qutcomes that matter
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